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Original Research Article AN ALTERNATIVE ARTIFICIALUNTELLIGENCE TECHNIQUE
FOR DETECTING OUTLIERS Abstract Data are rarelyfpet. Whether the problem is data
entry errors or rare events. Outliers have two spapproperties. They can be noises that
disturb regression and classification task. Orotiher hand, they can provide valuable
information about rare phenomena, which can ledchtaledge discovery. This paper proposes



a hybrid algorithm including K Nearest Neighbor é&wpport Vector Machine (KSVM) that
detects outliers by taking the advantages of tleeittelligent techniques, Support Vector
Machine (SVM) and K Nearest Neighbour (KNN). Alsglabal efficiency measure introduced
to compare different methods. Finally, a comparigetween KNN, SVM, and KSVM is
conducted using detection rate, accuracy rateg &lm rate, true negative rate and the
proposed global efficiency measure based on benthaada called Milk data. Key words:
Outliers, outlier detection, KNN, SVM, and globdfi@ency. 1.Introduction The problem of the
existence of outliers in data is an important peabthat has been investigated within diverse
knowledge disciplines and application domains. ifitygortance of outlier detection is due to the
fact that outliers in data are translated to sigaift (and often critical) information in a wide
variety of application domains. Therefore, outtietection refers to the problem of finding
patterns in data that do not conform to expectethabbehavior. Many terms have been used
including novelty detection, anomaly detection,seodletection, deviation detection, or excef
mining, but all involve a similar process or gdaladdition to many different names, there are
many more algorithms for solving them. Accordind3rrett and Lewis (1994). An outlier is .
observation (or subset of observations) which apggelbe inconsistent with the remainder of the
data set. Source of outliers 1. Error: An erroergfto a noise-related measurement coming from
a faulty sensor. Outliers caused by errors mayoteguently, while outliers caused by events
tend to have extremely smaller probability of ocence. 2. Event: An event is defined as a
particular phenomenon that changes the real-watale se.g., forest fire, air pollution, etc. This
kind of outliers usually lasts for a relatively tpperiod of time and changes historical pattern of
sensor data, (Fawzy et al., 2013). There are magtlads for detecting outliers. The commonly
used methods of outlier detection are: Classicdirtgjues include: Statistical approach
Clustering approach Density approach Depth apprbodehigent techniques include:
Classification approach Distance approach Inforometineory approach Spectral decomposition
approach Visualization approach Wavelet approacktMbthe classical techniques deal with
univariate variable, but most of the problems sti@inn faced, the data are multivariate or multi-
dimension. The rest of the article is organizetbdews. Section 2 presents the evaluation
methods. Section 3 involves the new technique (K$\Mtd algorithm; in addition, the results of
applying the mentioned methods on benchmark déieddslilk data. 2. Evaluation methods
Outlier detection algorithms are typically evaluhtesing the detection rate, the false alarm rate,
and the accuracy rate. In order to define these@esetet us look at a confusion matrix, show
the following table. In the outlier detection prebl, assuming class

nen

as the outlier or the rare class of the interest, a

"NC"

as a normal (majority) class, there are four pdssibtcomes when detecting outliers (class

nen

) - namely true positives (TP), false negatives)(Ralse positives (FP) and true negatives (TN).
Global Efficiency is a general measure combininmgéhefficiency measures of a given method
(accuracy, detection rate, negative true rate), amly one value representing the total efficiency
of that method. Global efficiency facilitates tragparison between different methods. . It takes
values between 0 and 1. More closer to 1, it inrdEanore efficiency. Table (1): Confusion
matrix, (Yang et al., 2009) Predicted outliers sl@sPredicted normal class NC Actual outliers
class C True Positive (TP) False Negative (FN) Actwormal class NC False Positive (FP) True
Negative (TN) From the previous table, detectide,rfalse alarm rate, and accuracy may be



defined as follows, (Yang et al., 2009): Detectiate gives information about the relative
number of correctly identified outliers, while tfedse alarm rate reports the number of outliers
misclassified as normal data records (class NC)cwvsider data from Daudin et al. (1988)
which consists of 8 measurements on the compo2fi&6 milk container samples. This data
has been studied in many papers in the outliecctdetecontext (e.g. Atkinson, 1994), starting
from Caussinus and Ruiz-Gazen (1993). Daudin €1888) used the data to illustrate a
bootstrap study of the stability of principal compats analysis; they found only two large
components. But, outliers will be in the originatg-dimensional space, rather than in this
reduced space. Caussinus and Ruiz-Gazen (1993)dextehis analysis using a generalized
principal components analysis in which the covargamatrix is estimated robustly; they
identified numerous outliers. These data contautbers. The 10 most extreme outliers-in order-
observations 2, 41, 1, 44, 12, 14, 74, 13, 15 awdr@ all identified outlying by all 100 forward
searches, (Atkinson, 1994). A classical multivariambalysis using the sample mean and
covariance estimate would not detect anything K&\/M is used to detect outliers. Especially,
it is an intelligent technique. Let us consideatadset D with p features and n instances. In a
supervised classification context, we must know &t& classes where

each of the instances belongs. It is very commolude the classes as the last column of the
data matrix. The objective is to detect all théanses that seem to be unusual, these will be|the

multivariate outliers.
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By using SPSS software program, teet the data (Milk data) by boxplot test for umiste data
One might think that multivariate outliers can letatted based on the univariate outliers on
each feature but as it is shown in the figure lfi9 is not true. The instance appearing in
variables 1, 2, 7 and 8 (which is sample number 12)

is a multivariate outlier but it is not an outliareach feature. On the other hand, an instance can
have values that are outliers in several featuneéshe whole instance might be not a multivai

outlier. There are several methods to detect narifte outlier.
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For example, we want to find out the multivariateliers in each of the variables of the dataset
milk by building box plots. People in the data mgiicommunity prefer to rank the instances
using multi-criteria measures rather to classigyitistances in

outliers and non-outliers. Rocke and Woodruff (1)9&té&ted the Mahalanobis distance works
well identifying scattered outliers, Mahalanobi®936). However, in data with clustered outliers
the Mahalanobis distance measures does not pewethaetecting outliers. Data sets with

multiple outliers or clusters of outliers are subj® the masking and swamping effects.
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Figure (1): Detecting univariate outliers by bowtglin the Milk dataset Masking effect. It is
said that an outlier masks a second one closethy ifatter can be considered outlier by himself,
but no anymore if it is considered along with thistfone. Equivalently,



after the deletion of one outlier, other instan@yramerge as an outlier. Masking occurs when a
group of outlying points skews the mean and conagastimates toward it, and the resulting
distance of the outlying point from the mean is knSawvamping effect. It is said that an outlier
swamps other instance if the latter can be consiteutlier only under the presence of the first

one. In other words after the deletion of one
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outlier other outlier may become a

“good”

instance. Swamping occurs when a group of outlyistances skews the mean and covariance
estimates toward it and away from other

“good”

instances, and the resulting distance from these

“good”

points to the mean is large making them look likdiers. 3. KSVM method

The KNN approach is outstanding with its simplenirag and classifying algorithms, due to the
fact that KNN implements instabiased learning algorithm. Hence, it does not needtcuctior
of a feature space until it receives a commandatssdy an input sample. Besides this, it can
manage multiclass data set sufficiently by reqgidnsmall amount of training samples. Despite
that, most distance metrics, such as that of neaegghbours, are expected to become less
sensitive as the dimensionality of the noisy datagases, thus limiting the performance of NN
when applied to data classification. In other wotte performance of KNN classifier is
severely degraded by noises. In many cases, KNiga used as the preliminary classifier ta
prune the training samples and eliminate those Emnglfectively to reduce the sample size for

better
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classification, Knorr (1998). Support Vector MaadsnSVMs) were originated from statistical
learning theory. The concept of SVMs was introducgd®. N. Vapnik in the late 1970's. SVMs
are now regarded as an important example of

"kernel methods"

, arguably the hottest area in machine learning:hviee learning algorithm is the ability of a
computer algorithm to recognize patterns that leeeirred repeatedly and to improve its
performance based on past experiences. SVMs sehiffarent classes by finding optimal
classification hyper planes from training, leadiadetter generalization capability compared
with other methods. In SVMs learning, kernel methacke often used to map the data vectors in
the input space into a higher dimension featureegidereby converting linearly non-separable
case into a separable case. The constructioninéariclassification hyper plane in this high
dimension feature space is equivalent to a nonlideaision hyperplane in the input lower
dimension space, Vapnik (1995). Support Vector Neels a learning algorithm based on the
principle of margin maximization. Comparative sesglhave found SVMs to perform as well as
or better than most prevalent learning methods gratral. were the first who proposed KSVM
classifier as an improvement to the accuracy of S¥ddsifier, (Rong et al., 2002). Then, (Shen
and Lin, 2004) presented a new binary classifiat tombines SVM with KNN



algorithm for gene expression data classificatioorder to improve disease diagnosis.
Conventional SVM classification produces lower sifisation accuracy if the sample data of
two classes in a binary classification are all eltissthe separating hyper plane. When
conventional KNN classification has been appliegedormgene expression data classificati
KNN distance functions are anticipated to have mbassification performance as the
dimensionality of the noisy data increases. The Kiid SVM hybrid classification system
proposed in this work, coined as KSVM, is develodad to the fact that conventional SVM is
not able to handle the situation when the trairsiagnples are close to the optimal separating
hyper
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plane, (Shen and Lin, 2004). Zhang et al.

proposed an integration of nearest neighbor ciassihd support vector machine to classify
visual objects, coined as KSVM. The proposed KS\Mrid classification model can be used
for large and multiclass datasets with reasonaiviet computational complexity in both
training and classifying stage. This property aféo computational complexity is inherited frc
KNN classification approach, which does not neeastriction of a feature space, and it is able
to handle and manage multiclass datasets withdimgknsionality. Due to this fact, the propo
KSVM model is able to provide a more flexible frammgk from a computer vision perspective

as the emphasis is on similarity of
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objects, (Zhang et al., 2006). Mei et al. propasdgybridized algorithm that uses both (KNN)
and (SVM) classifiers, coined as KSVM,

to analyze gene expression for cancer classificatioboth binary and multi-class
categorization. They mentioned that precise diaigreosd classification is the ultimate goal for

successful treatment of
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illness, (Mei et al., 2009) . KNN algorithm has besed by KSVM

hybrid classification approach as the initial pisxef its classification task. In the situationttha
there is no conflict in the classification of a@ivinput data, where all k neighbours are from a
same class, a straightforward classification tagterformed by the simple NN algorithm
without needing the involvement of SVM approach.t®s other hand, if the k neighbours are

not with the same class, the hybrid classificaipproach is used to perform the classification
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task. In the proposed KSVM

hybrid classification approach, Nearest Neighbdx)&lgorithm is utilized to prune the original
training set, so that SVM which acts as a clasaifon engine of this hybrid model does not n
to be train with the original training set, but kvd pruned training set which insufficient training



samples have been eliminated. This is to ensuastarftraining process for SVM with a smaller
training set, without sacrificing the sufficienclyaassification performance. For the pruned
training set, pair-wise distances between theitrgisamples are computed and the distance

matrix will be converted to kernel matrix as thaning data for
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SVM. The general idea of this technique is to ttam SVM until it preserves the distance
function on the set of neighbors and to find closghbors to an input sample. SVM is sensitive
to these samples intermixed in another class @etbeundary samples. The existence of
samples in the overlapped region may be harmftiégerformance of SVM. The hybridized
classifier can improve the precise of classifiqatigo hybridized of KNN classifiers and SVM|is
proposed to improve the performance of classificatmhe first KNN is used to prune training
samples and the second KNN is combined with SVldssify the Milk samples (cases). We
first yield the distances matrix which is a symnairmatrix containing the Euclidean distance
between each pair of samples. Then the k nearggthues for each sample is sought. In the
KNN, if the class label of training sample is saasethe label of the majority of its k nearest
neighbors, the training sample is reserved, whestdess are pruned. For the pruned samples
set, the second KNN and SVM are applied to clasHik/nearest neighbors has all the same
labels, the sample is labeled. Otherwise, SVM beéllapplied to classify the rest sample. The
SVM-KNN steps are described as follows. Stepl: Qaeplistances of the test to all training
examples and pick the nearest K neighbors; Stépize K neighbors have all the same labels,
the test is labeled and exit; else, compute thevise distances between the K neighbors; Step3:
Convert the distance matrix to a kernel matrix apdly SVM; Step4: Use the resulting classi

to label the test. To implement multidimensionalN&W step 3, three variants from the statistics
and learning literature have been tried on smatilmer of samples from our data sets. They
produce roughly the same quality of classifiers #nredSVM is chosen for its better speed. The
new algorithm of KSVM is slow mainly because it haxompute the distances of the test to|all
training examples. In our setting, this translamés the practice of computing a

“crude”

distance to prune the list of neighbors beforentioee costly

"accurate"

distance computation. The reason is simply thiiafcrude distance is big enough then it is
almost certain that the accurate distance willog$small. This idea works well in the sense that
the performance of the classifier is often una#idavhereas the computation is orders-of-
magnitude faster. An additional trick to speedhgpdlgorithm is to cache the pairwise distance
matrix in step 2. This follows from the observatibat those training examples who participate
in the SVM classification lie closely to the deoisiboundary and are likely to be invoked
repeatedly during test time. So far, there areperspectives to look at KSVM: it can be viewed
as an improvement over NN classifier, or it carvieeved as a model of the discriminative
process. From a machine learning perspectivenititso be viewed as a continuum between
KNN and SVM: when K is small, the algorithm behalike a straightforward KNN classifiers,
To the other extreme, when K = n our method redtwes overall SVM. 5.2 Application and
results Applying mentioned illustrated methods (KNBWM, and KSVM) on Milk data using
Matlab software, the results were shown in tabjeA2 mentioned before, the data have 8
dimensions and 86 samples, 10 of them are oudlimptes. In the training phase 10 normal



samples (sample number 4,5,6,7,8,9,10,11,16 andri’p outlier samples (sample number
1,2,3,12 and 13) are considered. In testing pt&&aprmal samples (sample number from 18 to
40, 42, 43, from45 to 73 and from 75 to 86) andilier samples (sample number 14,15,41,44
and 74) are tested by using the three methods omeatibefore. The main results are as follows:
The highest global efficiency score, (0.9148),detecting outliers is satisfied by the two
methods SVM(RBF) and KSVM. Although the proposedhnd KSVM has the same efficien
as SVM(RBF) for the given data. It may be moreahlé for other data because KSVM has the
advantages of the two methods SVM(RBF) and KNNalyrthe authors are considering other
hybrid between different methods to find the mastable algorithm having the highest global
efficiency. Table (2): Table of results SVM linéayM-polynomial SVM-RBF ( =3.5) KNN-

k=3 SVM-KNN

(RBF, =3.5 & k=3) Features count 8 8 8 8 8 No. ilgaining samples 10 10 10 10 10 No.
outliers training samples 55 5 5 5 No. clean sastiples 66 66 66 66 66 No. outliers test
samples 555 55 No. true positives (TP) 2 4 ANb4true negatives (TN) 61 61 65 63 65 Na.
false positives (FP) 55 1 3 1 No. false negat{#$) 3 1 1 1 1 Accuracy 0.8873 0.9155 0.9718
0.9437 0.9718 Detection rate 0.4 0.8 0.8 0.8 OlseFalarm rate 0.0758 0.0758 0.0152 0.0455
0.0152 True Negative rate 0.9242 0.9242 0.984846.959848 Global Efficiency 0.6897 0.87
0.9148 0.8965 0.9148 5.3 Discussion and concludibis paper focuses on the outlier detection
problem for multivariate data and proposes one aregglobal efficiency) to classify different
methods according their performance. Conventionties detection techniques are not suitable
for multivariate data due to the special charasties and resource limitations of thrultivariate
data. On the contrary the proposed algorithm isiskgpto detect outlier in multivariate data;
therefore it offers a relatively more efficient wiaydetect multivariate data. The proposed
approach takes into consideration various charatitey and features of the both methods (KNN
and SVM) and evaluated with real life dataset (Mitkta). The suggested global efficiency
measure shows that our approach can achieve hogineay rate for identifying outliers, and
demonstrate the effectiveness of the proposed apprdn this paper, KSVM technique results
are similar to SVM (RBF) results. But,

according to the experimental results obtained iynSand Lin (2004), KSVM classifier has
produced a higher accuracy as compared to convehi®/M ard conventional KNN. Based (
their findings, the better classification perforroarof KSVM classifier than conventional SVM
classifier is due to the fact that more informati®arried after the training process is

performed, as compared to SVM.
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Besides, the number of attributes used in theitrgiprocess will not have high effect to KSVIM
classifier than the two latter classifiers. In Méal.,(2009), KSVM can perform better than
SVM only and KNN only, by having the prune functishich can eliminate the mislabelled
training samples effectively. Therefore, we canatote that KSVM technique is a good outlier
detector and performs at least as good as otheresitf methods. According to the discussion
(given before) which shows that KSVM is the besthod for classification, consequently it can
be also considered the best (Till now) in outlietedttion which is a kind of classification. 11



